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Domain Name System

B ZE > IPZRL R
BRI AET — I RN—2X

® }E R Y —/\(authoritative)
- %R

= 1) J)LIN (resolver)
Y ZRR
") ZIIIVILIN (Fryat—N)
") XY T YILIX




DNS DR

Jb— R —IX
T i
297") ‘le/)f ]p@?&ﬁﬁ'“}t
BIRRR
IEi' > Qi L examplejp. = il
= www.example.jp. \H
www.example.jp. example.jp.

- DERY—IC

[T

7))V ILIKDF vy 2o
= JHEREE DR £

m BTN T T v U O]
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RERER

= WSt (QNAME)
" HREBICERRNGEAVWEGDLES
B www.example.jp.
" 530 [EQNAME minimisation
LIV WAL U DY )
B RFC 9156: "DNS Query Name Minimisation to Improve Privacy"
" jp. — example.jp. = www.example.jp.

=)l—h~oERY—/N\

" ZEBH jp. NS ns.jp.
=4)L— :ns.jp A 192.0.2.1
5 jp. DIERY—/\
" HTIFR  exanpl e. j p. NS ns. exanpl e.j p.
=7 ),— ns.exanple.jp A 198.51.100.1
= example.jp. DIER T —/\
mEZ www. exanple.jp A 203.0.113.1
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KX &y —V

"RXAY
" AEEERT L. TORDBHREE. HH
o

= EIEER(FTE) DEH
= —YHhy h T DRSS NI RKEBED—ED

® RFC 9499
® DNS Terminology
" FEEDORREDERRAGA YA F
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V—yhAvhEY—Y

" RFC 1034
= DOMAIN NAMES - CONCEPTS AND FACILITIES

TN
ip com net
TN
ii] example

7/
www sub1 D
/ \
test1 wwwi

7S5y NTREBEW —> 053584545
=jp. & acjp. BEALUY—Y
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NSRR &YV —>Awy bk

" NS RR(Resource Record) TV —>%Zhv b9 3%
" )l— b OERY —/N\

SQA ...

NS a.root-servers. net.
ip. NS ns.jp. . FEFEIBELRW)
ns.jp. A 192.0.2.1 o JIL—FErB LRV

5 jp. DERT—/\

jp. SQAA ...

NS ns.jp. ]

A 192.0.2.1
exanpl e. j p. NS ns.exanple.jp. ;; TfF
ns.exanple.jp. A 198.51.100.1 ;; ZJ)L—

=) —YF—5IFSOATHA
® Start Of a zone of Authrority
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SHDOT—Y

B SHIFERY— /N DUWTEREA
= Haskell T clove & WS HER Y —/\ & E&E
" 7)LUYVILNICEL TEUT =SSR
= TDNS7JLYU Y )L/\bowline D&t & E3, |
Internet Infrastructure Review (IIR) Vol.68

B2 7YUYVILNICEL TIEUTZE R
= TDNSHEIY > K dug®#Bsrs , 113 Engineers Blog
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DNSERM - IDEDEL

Ny F—

Question

Answer

Authoriy

Additional

" RFC 1035

BEWabt
EZ
ZERBI(NS) - SOA

TIL—(A, AAAA)

= DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION
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Ny F—

ID
QR Opcode AA|TC|RD |RA Z RCODE
QDCOUNT
ANCOUNT
NSCOUNT
ARCOUNT
"ID
REREINEENEEDESCHDY T (UDPTDEEHLER)
| QR

BEEDEEZ0. EDEZF1
® RD (Recursion Desired)
"HEERROEE 1. REREDOEZ0

= AA (Authoritative Answer)
B HADE L TWSHEERL. (FERE)ZSTRITNELO
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Question 7 > 3 v

ONAME

QTYPE

QCLASS

" RFC 9619
® |[n the DNS, QDCOUNT Is (Usually) One
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FDMMBERDOE gV

NAME

TYPE

CLASS

TTL

RDLENGTH

RDATA

®"TTL (Time To Live)
= 7)LUVILIDF vy ad BERE (1)

= Type, Length, Value fZT{
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ITo—nE

sEENAOEVWEbEEXR T IHE
= RCODE = REFUSED

=

%dig @nsO.iij.ad.jp. www exmapl e.com
;; - >>HEADER<<- opcode: QUERY, st atus:

REFUSED
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BENE

B EET CEAIANGFEET 55
® RCODE = NOERROR
®Answer €7 a3 VICEXZ TR ANDS
BAAT ST A Y

=
%dig @nsO.iij.ad.jp. ww.iij.ad.]p.
;; - >>HEADER<<- opcode: QUERY, st atus:
;; ANSVER SECTI ON:

WMV i ij.ad.jp. 300 IN A 202.232.2.180

NOERROR
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ZEINE

ROV —IUNANERFELTWBIES
® RCODE = NOERROR
® Authority £ >3 VIC NSRR ZAN5
® Additional ©7 2 3 > IC in-domain ® A RR/AAAARR Z AN 3%
BAAT ST EA T

=

%dig @.dns.jp. ww.iij.ad.jp.

;; - >>HEADER<<- opcode: QUERY, status: NOERRCR
AUTHORI TY SECTI ON:

iij.ad.jp. 86400 INNS dnsO.iij.ad.jp.
; ; ADDI TI ONAL SECTI ON:

dnsO.iij.ad.jp. 86400 IN A 210.130.0.5
dnsO.iij.ad.jp. 86400 I N AAAA 2001: 240:: 105

22




7' )L— & in-domain

® in-domain
GO T RAAVICHET Z4H]
m {5 : org. h5 example.org. NDZEE

® ns.example.org. (& in-domain
® ns.example.jp. (& unrelated

B NS DOfED in-domain DIFEIE. AT TIL—%RT
BZFSULARWVWERZBNIEBRTERL
BIRED T IL—IE A D AAAA

®"RFC 9471

® DNS Glue Requirements in Referral Responses
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NODATA B EILE

" XEIITFET 20T A THGWNEGE
" NODATA & MEN % (%l RCODE)
" RCODE = NOERROR
® Answer £ ¥ 3 U hvZE
= Authority £ > 3 > |C SOARR
BAAT ST AV

=

%dig ww.iij.ad.jp txt

,; - >>HEADER<<- opcode: QUERY, status: NOERROR
;; AUTHORI TY SECTI ON:

iij.ad.jp. 928 IN SOA bhO.iij.ad.jp. \

postmaster.iij.ad.jp. 1783872604 3600 \
1800 1209600 3600
" RFC 2308

® Negative Caching of DNS Queries (DNS NCACHE)
" SOARR @ minimum ZX AT 4 7F v v 1 DTTLE UL TBER
24




NXDOMAIN B EILE

" ZEIDNEFEELRWNGE
® RCODE = NXDOMAIN (Non-eXistent)
® E (3 Name Error & EEN TV

® Answer £ ¥ 3 U MNE
= Authority £ > 3 > |C SOARR
BAAT ZTEA Y

=
% di g exanpl e.jp.
;; - >>HEADER<<- opcode: QUERY, st atus:
;» AUTHORI TY SECTI ON:
] p. 710 IN SOA z.dns.jp. root.dns.|p.

" RFC8020
B NXDOMAIN: There Really Is Nothing Underneath

NXDOMAI N
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ANY BWEbhEY 17

" ZDEZBNCTT BT RTD RR 2RT & B
= PR

mEEHED—D
B ENHA—DRIF RR R

" RFC 8482

® Providing Minimal-Sized Responses to
DNS Queries That Have QTYPE=ANY

u 5l (%38 D Empty Non Terminal TIEiREWZ & DD B)
%dig @.dns.jp. ac.jp any
;» ANSVER SECTI ON:
ac.|p. 86400 IN TXT "ac.jp."
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CNAME

=" CNAME: E=X%
® Canonical name
=l www. exanpl e.j p. CNAME al pha. exanpl e. j p.
=" www DIEH 4 (& alpha

DY A T EHEEFETELU
B RFC 1912

® Common DNS Operational and Configuration Errors

= RFC 2181

® Clarifications to the DNS Specification

m =2 L. iR RRSIG ZFRr<

SEES Y VT —5 DA
www. exanpl e. j p. CNAME al pha. exanpl e. j p.
A 192.0.2.1
al pha. exanple.jp. A 198. 51. 100. 1
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CNAME J&&

WS btEY 1 7H CNAME DIFE
® Answer 7 3 3> : CNAME RR

R WEbtE YA 7H CNAME TlEHRWSE
® Answer ©2 > 3> | CNAME RR
m FZIAD in-domain DIBE. TNZEfBWEHLERICLU TBIRE
mERZE G

® RCODE (IB1RZRDIER
"AAT ZURR(ERENFETH)A Y

=
%dig @h3.iijlab.net ww. iijlab.net. a
;; - >>HEADER<<- opcode: QUERY, status: NOERRCR
;; ANSWER SECTI ON:
www, i1 ]l ab.net. 3600 N CNAME sh3.iijl ab. net.
sh3.iijlab.net. 3600 IN A 202. 238. 220. 76
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Empty Non Terminal

= ZRIIFET DY 1 THMHEEL 8L
=

® 8443. https.exanple.jp. 7200 IN HTTPS 1 .

Jp
|
example SOA NS, MX
P N
www ns
A A |
_8443
HTTPS

al pn=h3
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Empty Non Terminal\ DJ5E

" Empty Non Terminal [CXI 3 2B WSHhEANDEX
YA TN BRVWGEDEEREERAL
" NODATA
= RCODE = NOERROR
" Answer E ¥ 3 U HVZE
= Authority £ > 3 > Ic SOARR

B RFC 4592
® The Role of Wildcards in the Domain Name System
RO T AL R A— R ZEEEL fcRFC
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TAILRA—FK

BHLLANITERUGTNIE. " DHDIIFEANS
BILETE"™ ZEWVWEDERICEZTRZ S

" —=YT—=5DOp

exanpl e.
exanpl e.
exanpl e.

* exanpl e.

*. exanpl e.
sub. *. exanpl e.
host 1. exanpl e.

= B DB
host 1. exanpl e.
host 3. exanpl e.
host 3. exanpl e.

SOA
NS
NS
TXT
VX
TXT
A

M —
MK —
A —>

f 00. bar. exanple. TXT —

<SOA RDATA>

ns. exanpl e. com

ns. exanpl e. net.

"this is a wldcard"

10 host 1. exanpl e.

"this is not a wldcard"
192.0.2.1

NODATA
VX 10 host 1. exanpl e.
NCDATA

TXT "this is a wldcard"”

31




DNSSEC D {158 &

32




DNSSEC

= 5K
BRRICEZZHEL CE2E=FEIRIT 5
" MEERANT S

® DNSSEC=13E
® RFC4033

® DNS Security Introduction and Requirements

" RFC4034

B Resource Records for the DNS Security Extensions

® RFC4035

B Protocol Modifications for the DNS Security Extensions
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DNSSECDRR

' VP !
| Moy—v DNSKEY :
i s ;
i i
| EBLZIER i
| :
' |
i | RRSIG DS -
| Eﬂﬁ.
i g2 | |nvvam|T !
h |
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S22 B
s
| FOJ=Y1 RRsIG DNSKEY i
| EHA ' :
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! i
| ELIER i
| RRSIG :
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R E
EXLWRGEL
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RRSIGD&EE

" HOERY—/\HSEEFERESD
=7 )LYYVILINIEZDO(DNSSEC OK) 7 S 7 %A VIcUTHWEDLES
" TFZONS; &I T7DDS) & TDSICXH T BRRSIG) %185
 TDSICXI T BRRSIG; THEEL. FDODSZEFET %

" FDERY—/\H5
® TDNSKEY, & "DNSKEYICXtd9 5RRSIG) %185
" EOE4
" DS; £&V "DNSKEYICXT T DRRSIG; ZHREFU.
DNSKEYZ {9 %
BA & TAICXW T BRRSIG) =155
B TAICXW T BRRSIG) ZHRIEL. A Z{EFET S

N = =
~
H /35/%\

= DNSKEY %Z ZSK(Zone Signing Key) & KSK(Key Signing Key)\
DFonsdEE. SHIEFHADOEEN
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DNSSECOEEILE

EETTEANEET 55
B RCODE = NOERROR
B Answer T2V ¥ 3 VICEZ +RRSIG ZAND

=

%dig @nsO.iij.ad.jp. ww. iij.ad.jp a +dnssec
- >>HEADER<<- opcode: QUERY, status: NOERRCR
;; ANSVER SECTI ON:
WWw. iij.ad.jp. 300 IN A 202.232. 2. 180
www. iij.ad.jp. 300 INRRSIGA 8 4 300 ...
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DNSSECOEEILE

B RLDY —INANFFELTWBEE
B RCODE = NOERROR

® Authority £ >3 VIC NSRR ZAN5
= TDY —VHDNSSECHIGDIZHE. DS RR + RRSIGZ A3

" TIDY —YHDNSSECKRMILDIHZE. NSEC(#ih)Z AN TDSHARWT & ZRT

= Additional £% 2 3 > IC in-domain ® A RR/AAAARR Z AN %
=

%dig @.dns.jp iij.ad.jp ns +dnssec

;- >>HEADER<<- opcode: QUERY, status: NOERROR

- AUTHORI TY SECTI ON:

ii1j.ad.jp. 86400 IN NS dnsO.iij.ad.jp.

iij.ad.jp. 86400 IN NS dnsl.iij.ad.jp.

lij.ad.jp. 7200 IN DS 45574 8 2 ...

iij.ad.jp. 7200 INRRSIGDS 8 3 ...

; ; ADDI TI ONAL SECTI ON:

dnsO.iij.ad.jp. 86400 IN A 210.130.0.5

dnsl.iij.ad.jp. 86400 IN A 210.130.1.5

dnsO.iij.ad.jp. 86400 I N AAAA 2001: 240:: 105

dnsl.iij.ad.jp. 86400 I N AAAA 2001: 240:: 115
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DNSSECOEEILE

B EYZ I NERRSetHh 7L |

il ZIE, SOAICEZT B &I B
B SOAICYY 9 B RRSIG (E:HY
nEBEEN—BFICANNEE, BOERIEZERTES

= fiZRZ | NSEC (Next Secure) RR
" XEIDFEFEZRY RR Z1ES
" RXAVEZDIERIERFZEE

® bar.example.jp. DRI foo.example.jp. DIZFE

" Z DEFE D NSEC RR (&, bar ® RR T, foo £ TOEHEIEZRINTEFLE L RL
==Lk

" TEEYT BROAH

" TREEETDEE IKHUTEET SIS

= SO (7L RH— RE)

. NSEC3
(&5 BE D EEFE

ﬁ

g T

39




DNSSEC NODATA

B ZENIITEET BDINT A THRWVWGFE
® RCODE = NOERROR
= Answer €7 ¥ 3 UNZE
® Authority £2 > 3 >/ IC SOA RR + RRSIG

BE5C, BWAbhbERIC—E T D NSEC + RRSIG
ENSEC C. DA MWW &ZRT

= {3
% dig @.root-servers.net. . txt +dnssec
;; ->>HEADER<<- opcode: QUERY, status: NOERRCR
;» AUTHORI TY SECTI ON:
86400 I N SOA a.root-servers. net.
86400 IN RRSI G SCA ...
86400 I N NSEC aaa. NS SOA RRSIG . ..
86400 IN RRSI G NSEC . ..
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DNSSEC NXDOMAIN

" ZEIDNEFEELRWNGE
= RCODE = NXDOMAIN
® Answer £ ¥ 3 U HVEE
® Authority £2 > 3 >/ IC SOA RR + RRSIG
B ZDZBE1%N/\—9 % NSEC + RRSIG
mE5(C, DT19)LRA—RZH/)\—9 35 NSEC + RRSIG

= {3

% dig @.root-servers.net. c. a +dnssec

;; ->>HEADER<<- opcode: QUERY, status: NXDOVAI N

;» AUTHORI TY SECTI ON:
86400 IN SOA a.root-servers. net.

: 86400 IN RRSIG SCA 8 0 ...

bzh. 86400 IN NSEC ca. NS DS RRSI G NSEC

bzh. 86400 IN RRSIG NSEC 8 1 ...

o AT AIL R —R%ZH/)N—F % NSEC
86400 I N NSEC aaa. NS SOA RRSI G NSEC DNSKEY ...
86400 IN RRSIG NSEC 8 O ...
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BN 5 T DRR

BHBD—IcEWT
" EED RR
"B L TWADTRRSIGH % S
" NSECH % %

= Empty Non Terminal
A L TWADICRRSIGIE R LY
ENSECHZR U

m D NS
"B LU TRVLWDTRRSIGIFR L
" NSEC(3d 5 |

= A\DDS
"B L TWADTRRSIGH % S
" NSECHH 3

5 FADTIL— (AAAAA)
"B L TRVWDTRRSIGIFRR U
= NSECI&7%: U
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Request For Comments

"X DNSEERTHEDRFC NHTEh?
mEZ 1418

® DNSICET BRFCIENA X
AN LU THRVWRFCH ZH

" RFCOFEAHETNHEWVD T, AICER U TEEL
= TDNS®Dauthority sectionlC A2 AJEEMED H BRRIFMATI H 7 |
B TOO0ZEHTVWBDIE, EDRFCTIM? |

B AllZ., DNSICXU TIEIEMEICE X

B DNSSECICWUTIEEES CEHH S
sFUBREELTHEYEDEX




> — s

" S¥IE—ERD key value store (2E)& L TEE
#DB-- (RXA Y, #47)->RR
" 8 : Empty Non Terminal D'EHE TE &L

" _EXD key value store NEEE
"DB-- (KXAY)->WNEDB - (Y1 77)->RR
"l VMR- R ZRZRICEFRIETET R

LB BV Ul & NOL:-L ¢

= CNAME

® Emtpy Non Terminal
mJAI)LRA—R

® DNSSEC

= PATRICIA tree =
" R A YDA EERBEICRE
" FZNOBEMNF T, FIF—BTERULE
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J4—)LRTX K

Emew.org C7 1 —JLET A b
B 5#IE DNSSEC % U
mERY—/NE U TOIRDEWN
BEAVTYUANDY —VERE

EDNSSEC D7 4 —I)LFT A K
®org. |C mew.org. D DS Z&FHK L TRVWVRETT X
" mew.org. D DS I&. TA MY A NCFETAS
® https://dnscheck.jp/
® https://zonemaster.net/
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